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DETAILED ACTION 

This Office action is in response to Applicant's amendment and request for 
reconsideration filed on January 12, 2007. Claims 129-130, 132-151, 154-155, 157-176, 179- 
180, 182-201, 203-204, 206-225 are presented for further examination. All independent claims 
have been amended. In previous discussions with Applicant these new claim amendments were 
indicated to overcome the prior art of record. However, in view of newly discovered prior art 
these claims are no longer deemed allowable. A new grounds of rejection based on the newly 
discovered art is set forth below. 

Double Patenting 

The nonstatutory double patenting rejection is based on a judicially created doctrine 
grounded in public policy (a policy reflected in the statute) so as to prevent the unjustified or 
improper timewise extension of the "right to exclude" granted by a patent and to prevent possible 
harassment by multiple assignees. See In re Goodman, 1 1 F.3d 1046, 29 USPQ2d 2010 (Fed. 
Cir. 1993); In re Longi, 759 F.2d 887, 225 USPQ 645 (Fed. Cir. 1985); In re Van Ornum, 686 
F.2d 937, 214 USPQ 761 (CCPA 1982); In re Vogel, 422 F.2d 438, 164 USPQ 619 (CCPA 
1970);and, In re Thorington, 418 F.2d 528, 163 USPQ 644 (CCPA 1969). 

A timely filed terminal disclaimer in compliance with 37 CFR 1.321(c) may be used to 
overcome an actual or provisional rejection based on a nonstatutory double patenting ground 
provided the conflicting application or patent is shown to be commonly owned with this 
application. See 37 CFR 1.130(b). 
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Effective January 1, 1994, a registered attorney or agent of record may sign a terminal 
disclaimer. A terminal disclaimer signed by the assignee must fully comply with 37 
CFR 3.73(b). 

Claims 129-130, 132-151, 154-155, 157-176, 179-180, 182-201, 203-204, 206-225 are 
provisionally rejected under the judicially created doctrine of obviousness-type double 
patenting as being unpatentable over claims 1-20 and 25 of copending Application No, 
11/330340 and Melen et ah (International Publication Number WO 99/03238; hereinafter 
Melen). Refer to the tables and remarks below for specific claim mappings and further 
explanation. 

This is a provisional obviousness-type double patenting rejection because the conflicting 
claims have not in fact been patented. 


Co-pending Application # 1 1/330,340 

Instant Application # 09/978,046 

1 . A method comprising: 

129. A method for communication electronic 
data, the method comprising: 

Identifying, from among the received 
electronic messages, electronic messages from 
one of the subscribers; 

Determining, at the intermediary, an address of 
the sending device; 

Associating, at the intermediary, the address of 
the sending device with a user identifier; 

Receiving multiple electronic messages from 
multiple subscribers; 

Receiving, from the sending device the 
electronic message at the intermediary; 

Identifying, from among the received 

Determining the user identifier based on the 
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electronic messages, eicL/irunit/ meaadgcd iruiii 
one of the subscribers; 

lUCllllllCU aUUlCao aliU II1C aboUUlaUUIl UCLWCCI1 

the address of the sending device and the user 

1UCI11111C1 , 

Changing the identified electronic messages to 

iill/lUUC all lUCXlLillCI Ul U1C oUUoWIlUCl, 

Changing the electronic message to include the 

HpfprminpH ii^pr tHpntifipr - 

UWlCl ill 111 UjCI lUCllLlllt/1 j 

Counting the electronic messages that include 
the identifier; 

Filtering the changed electronic message based 
on the user identifier included in the changed 
electronic message; 


The ( 340 claims disclosed substantial features of the claimed invention however, the £ 340 
claims failed to specifically recite that the identifier is a screenname unique to user within the 
messaging service of the provider. Nonetheless it was widely known in the art at the time of 
Applicant's invention identify the sender of an email and then insert the screen name of the user 
in the email, as evidenced by Melen. In a similar messaging system, Melen disclosed associating 
an address (e.g. an IP address) of a sending device with an identifier (e.g. a screen name) that 
identifies the user of the sending device at a message service provider (e.g. the mail server 
dynamically associating the sender's IP address with the sender's screen name; see inter alia, pg 
13, lines 23-31 and pg 15, lines 15-17). This association occurs each time the user is logged in 
or authenticated at the message server (see inter alia, pg 7, lines 30-32 and pg 13, lines 24-32). 
The associated sender's screen name is then appended to the header of any emails sent from that 
client at the mail server (see inter alia pg 14 lines 4-1 1 and pg 15, lines 15-17). Melen disclosed 
this sender identification scheme more precisely identifies the actual sender of an email and thus 
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is important for helping to identify the senders of unsolicited mail (SPAM) who may be able to 
otherwise remain anonymous (see inter alia, pg 2, lines 22-34). Thus, it would have been 
obvious to one of ordinary skill in the art at the time of Applicant's invention to incorporate 
Melen's sender identification scheme within the '340 system, to help identify mail from spam 
and junk mail senders and thus more accurately detect junk mail. 

Claim Rejections - 35 USC § 103 
The following is a quotation of 35 U.S. C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

1. Claims 129-130, 132, 134-138, 140-143, 149-151, 154-155, 157, 159-163, 165, 167-168, 

174-176, 179-180, 182, 184-188, 190, 192-193, 199-201, 203-204, 206, 208-212, 214, 216-217, 

and 223-225, are rejected under 35 U.S.C 103(a) as being unpatentable over Paul (U.S. 

Patent Number 6,052,709) and Melen et al. (International Publication Number WO 

99/03238; hereinafter Melen). 

With regard to claims 129, 132, 134, and 153, Paul disclosed a method for 
communicating electronic data in a manner that identifies a sender, the method comprising: 

Receiving a screenname associated with a user of a sending device at an intermediary 
(ISP or mail server) located between the sending device and an intended recipient of an 
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electronic message, wherein the intermediary is associated with a provider of a messaging 
service and the screenname uniquely identifies the user within the messaging service of the 
provider (e.g. the user logs into their ISP such as AOL, see inter alia Col 1, lines 32-40); 

Authenticating, at the intermediary, the user of the sending device using the received 
screenname (e.g. the user logs into their ISP such as AOL, see inter alia Col 1, lines 32-40); 

Associating an address of a sending device with an identifier that identifies a user of the 
sending device (e.g. associating emails senders with an exclusion list and an identifier, such as 
"JUNK", Col 6, lines 45-52); 

Receiving, from the sending device, an electronic message at an intermediary located 
between a sender and an intended recipient of the electronic message (server receives an email 
message for a user, Col 8, lines 19-20); 

Identifying the address of the sending device based on the electronic message (Col 5, 
lines 10-15); and 

Determining the identifier associated with the user of the sending device based on the 
identified address and the association between the address of the sending device and the 
identifier; (e.g. code for identifying a "JUNK" sender, Col 6, lines 46-52 or Col 8, lines 62-65); 

Changing the electronic data to include the determined identifier (adding in the code, for 
instance "JUNK" Col 8, lines 62-65); 

Filtering the changed electronic message based on the identifier included in the changed 
electronic message (e.g. discarding messages marked with the identifier JUNK, see inter alia Col 
6, line 64 -Col 7, line 14). 
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Paul disclosed substantial features of the claimed invention however, Paul failed to 
specifically recite that the identifier is a screenname unique to user within the messaging service 
of the provider. Nonetheless it was widely known in the art at the time of Applicant's invention 
identify the sender of an email and then insert the screen name of the user in the email, as 
evidenced by Melen. In a similar messaging system, Melen disclosed associating an address 
(e.g. an EP address) of a sending device with an identifier (e.g.. a screen name) that identifies the 
user of the sending device at an intermediary (e.g. the mail server dynamically associating the 
sender's IP address with the sender's screen name; see inter alia, pg 13, lines 23-3 1 and pg 15, 
lines 15-17). The associated sender's screen name is then appended to the header of any emails 
sent from that client at the mail server (see inter alia pg 14 lines 4-1 1 and pg 15, lines 15-17). 
Melen further disclosed this sender identification scheme more precisely identifies the actual 
sender of an email and thus is important for helping to identify the senders of unsolicited mail 
(SPAM) who may be able to otherwise remain anonymous (see inter alia, pg 2, lines 22-34). 
Thus, it would have been obvious to one of ordinary skill in the art at the time of Applicant's 
invention to incorporate Melen' s sender identification scheme within Paul's junk mail filtering 
system, to help identify mail from spam and junk mail senders and thus more accurately detect 
junk mail. 

With regard to claim 130, Paul further disclosed that the sender is a client device (i.e. the 
sender is just a regular e-mail sender). 
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With regard to claims 135 and 142, Paul further discloses determining whether the 
electronic data relates to undesirable news postings ("pornographic subject matter") such that 
data having characteristics of undesirable news postings is blocked (col. 9, lines 49-53; col. 6, 
line 67 - col. 7, line 1). 

With regard to claim 136, Melen further disclosed that appending the determined unique 
identifier to the electronic message; and forwarding the changed electronic message comprises 
forwarding the electronic message along with the appended unique identifier (pg 14, lines 4-1 1 
and pg 15, lines 15-17). 

With regard to claim 137, Melen further disclosed appending the determined unique 
identifier as a header to the electronic message (pg 15, lines 15-17). 

With regard to claim 138, Paul further disclosed: 

Determining whether the electronic data received from the sender has characteristics of a 
message to be blocked (col. 6, lines 45-58, describing detecting the "FROM" field, among 
others); and 

Blocking the electronic data when the electronic data is determined to have 
characteristics of a message to be blocked (col. 6, line 59 - col. 7, line 1, wherein messages from 
particular senders are marked as "JUNK" and are automatically discarded); 

Wherein forwarding at least a selected portion of the changed electronic data comprises 
forwarding the changed electronic data that is not determined to have characteristics of a 
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message to be blocked (same sections, wherein messages labeled as "JUNK" can still be 
delivered and are appended with the label "JUNK"). 

In considering claim 140, Paul and Melen further discloses that determining whether the 
electronic data has data characteristics of a message to be blocked comprises determining 
whether the electronic data has characteristics of a message to be blocked based upon the 
determined unique identifier (e.g. in the combined system the screen name would be an 
additional criteria for determining if the email was JUNK among the many others that Paul 
already performs). 

In considering claim 143, Paul further discloses determining whether the electronic data 
has characteristics of spam ("spam") such that data having characteristics of spam is blocked 
(col. 6, line 45 - col. 7, line 1). 

In considering claim 149, Paul further discloses redirecting the received electronic data 
from the intended recipient to a computing device capable of performing at least the identifying 
("e-mail filter 504" and "exclusion list processor 502," col. 8, lines 19-26, 44-60). 

In considering claim 150, Paul further discloses changing a destination address associated 
with the received electronic data from the intended recipient to the computing device (inherent in 
the process of sending it to the processor and e-mail store). 


1 
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In considering claims 151, Examiner takes Official notice that at the time of Applicant's 
invention spammers often used fraudulent addresses when sending out spam. Further Paul's 
system forwards emails with whatever sender email address an email contains. Thus, when a 
spammer is using a fraudulent address Paul's system would forward the fraudulent address. 

In considering claims 153-157, 159-163, 165, 167-168, 174-182, 184-188, 190, 192-193, 
199-206, 208-212, 214, 216-217, 223-226, these claims are rejected using a similar rationale as 
the above parallel claims. 

1. Claims 133, 139, 141, 158, 164 166, 183, 189, 191, 207, 213, 215, are rejected under 
35 ILS.C 103(a) as being unpatentable over Paul and Melen, in view of Venkatachary et al. 
(U.S. Patent No. 6,212,184, hereinafter "Venkatachary")* 

In considering claims 133, 139, 141, although the system taught by Paul discloses 
substantial features of the claimed invention, it does not describe that the intermediary or its 
components comprise a layer 4 redirection program. Nonetheless, it would be desirable to 
implement the redirection program on the lowest layer possible, because processing at a lower 
layer will take less time than processing at the application layer. Furthermore, the use of layer 4 
redirection in an e-mail message filtering system is well known, as evidenced by Venkatachary 
(see col. 6, lines 42-60, and col. 6, lines 16-49, giving an overview of the layer 4 message 
filtering system). Thus, it would have been obvious to a person having ordinary skill in the art to 
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use layer 4 redirection for the message filtering system taught by Paul, in order to provider a 
faster message processing system. 

In considering claims 158, 164 166, 183 , 189, 191, 207, 213, 215, these claims are 
rejected using a similar rationale as the above parallel claims. 

2. Claims 144-148, 169-173, 194-198, 218-222, are rejected under 35 U.S.C. 103(a) as 
being unpatentable over Paul and Melen, in view of Aronson et aL (U.S. Patent No, 
6,654,787, hereinafter "Aronson"). 

Note that Aronson discloses an e-mail filtering system that can be used on combination 
with the system taught by Paul (see Aronson, col 4, lines 45-56). 

In considering claim 144, Aronson discloses an additional way to determine whether 

electronic data has characteristics of spam by counting the number of connections that are made 

r 

by the sender (col. 5, lines 59-60, "IP source frequency analysis"). Thus, given this knowledge, 
a person having ordinary skill in the art would have readily recognized the desirability and 
advantages of determining to block the spam in the system taught by Paul by counting the sender 
connection frequency, and blocking spam after the frequency rises above a threshold. Such a 
technique would have been obvious to use to detect spam in the system taught by Paul, because 
once spam is sent in massive numbers across the Internet, it begins to degrade network 
performance and clog users' e-mail boxes. 

Although Aronson discloses counting connection frequency, it does not describe counting 
a number of open connections. Nonetheless, Examiner takes official notice that sending spam 
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over open connections, such as over chat rooms or instant messaging applications, is well known 
in the art. Given this knowledge, it would have been obvious to a person having ordinary skill in 
the art to use the techniques taught by Aronson and Paul to prevent spamming on chat room - 
systems by counting the number of open spam connections, in order to reduce the number of 
dissatisfied customers who use chat services. 

In considering claim 145, it would have been further obvious to allow the frequency 
analysis taught by Paul and Aronson to be configurable, to allow an administrator to select when 
he or she thinks a spammer has become dangerous towards the network. 

In considering claim 146, Aronson further discloses blocking future electronic data from 
the sender for at least a period of time when the electronic data is determined to have 
characteristics of a message to be blocked (col. 6, lines 31-37, describing that filters can last for 
certain periods of time). Given this teaching, it would have been obvious to a person having 
ordinary skill in the art to block spammers for only temporary periods of time, to avoid building 
an unmanageable number of filters (see Aronson, col. 6, lines 39-43). 

In considering claim 147, Aronson discloses an additional way to determine whether 
electronic data has characteristics of spam by counting the number of communications of 
electronic data that have been received from the sender during a period of time (col. 5, lines 59- 
60, "IP source frequency analysis"). Thus, given this knowledge, a person having ordinary skill 
in the art would have readily recognized the desirability and advantages of determining to block 
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the spam in the system taught by Paul by counting the sender communication frequency, and 
blocking spam after the frequency rises above a threshold. Such a technique would have been 
obvious to use to detect spam in the system taught by Paul, because once spam is sent in massive 
numbers across the Internet, it begins to degrade network performance and clog users' e-mail 
boxes. 

In considering claim 148, although Aronson does not describe the period of time in great 
detail (it is simply inherent that the analysis will span some period of time), it would have been 
obvious to allow the time period to be configurable, so that an administrator could select when 
he or she thinks is a reasonable period of time in which repeated messages sent by a single 
sender could constitute spam. 

In considering claims 169-173, 194-198, 218-222, these claims are rejected using a 
similar rationale as the above parallel claims. 

Conclusion 

2. The prior art made of record, in PTO-892 form, and not relied upon is considered pertinent 
to applicant's disclosure. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Sean Reilly whose telephone number is 571-272-4228. The 
examiner can normally be reached on M-F 8-5. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Glen Burgess can be reached on 571-272-3949. The fax phone number for the 
organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 




